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1. Overall Description:
NR supports an RRC INACTIVE state, in which the UE is reachable by RAN or CN Paging.  When the UE in the RRC_INACTIVE state wants to send signalling or data, or receives the paging message, it will send a request message.  The request message is expected to include the UE RAN ID (I-RNTI) and an authentication token (similar to short MAC-I) (details of the token and number of bits available for this has not yet been discussed).  

In response to the request message from the UE (e.g., when the network cannot process the resume request  due to congestion), RAN2 agreed that the network can send a response message on SRB0 (i.e. without ciphering or integrity protection) with a wait timer. The UE will stay in RRC_INACTIVE and is not allowed to access the cell for the period of the wait timer. In LTE, the wait timer for normal UEs is max 16s and 30min for Delay tolerant devices.  No other INACTIVE related parameters/configuration is sent to the UE in this response message.  UE I-RNTI and security parameters are not updated either.

RAN2 would like to check if there is any security concern with the above RAN2 agreement.  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.  

RAN2 would also like to ask if SA3 sees any risk of replay attacks from re-using the same I-RNTI and same key to derive the short MAC-I for the subsequent resume request message after a rejection.  



2. Actions:
To SA WG3 group.
ACTION: 	
RAN2 respectfully asks SA3 to provide response to:
Q.1: Does SA3 have any security concern with the above RAN2 agreement?  For example, there can be DoS attack by a fake gNB sending one or more successive response messages with Wait timer.  Further RAN2 would like to ask if SA3 has any comments regarding the Wait timer values.

Q.2: Does SA3 sees any risk of replay attacks, from re-using the same I-RNTI and same key to derive the (short) MAC-I for the subsequent resume request message after a rejection?
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